Chaos Constructions HackAround'2007

TecTbl Ha NPOHUKHOBEHWE
B KOPNopaTUBHbIX CETAX

AHTOH Kapnos,
komnanHusa Digital Security SECURITY




CopaepxaHve

e BBegeHue

e KomnnekcHbin aygut NIb n Tect Ha NpoOHMKHOBEHUE
(MeHTecCT)

e MeToauka neHTecTa

e [leHTecT B KOpnopaTMBHOWU CETU. CLLEeHapUmn u
BEKTOpa aTak

e [1pumepbl U3 NpaKTUKA



AyanT nicpopmaumoHHon 6esonacHoOCTU

e OTan XXM3HEHHOro uuKra cuctembl ynpaeneHunsa b

e KOMMNEeKCHbIN ayauT:
¢ TexHonornyecknn ayaut

** Ayaut cootBeTcTBusa CYMB TpeboBaHmsam
ctaHgapToB ISO/IEC 27001:2005 un ISO/IEC
17799:2005

*» AHanuns3 nHdopmauUnOHHbIX PUCKOB




TexHonornvyecknn ayaut b

 TecT Ha NPOHNKHOBEHUE
o «AHann3 KOHMUros» + ckaHNpoBaHUE

e OOBLEKTUBHOCTbL?

e [lonHoTa?

o ®opmanusayma?

 Kputepuun ouyeHkn saneHHOCTN CUCTEMbI?




MeToauka «aktusHoro ayguta» b

[leHTecCT + «TpagauUMOHHbIN» ayauT:

Hanundne mogenu HapyLwmTens
HBeHTapusauymna pecypcos NC
HedopmanbHbIin nogxoa K aHanmay s3awunweHHocTn VC

AHanu3 BNNSHUA OOHapPY>XEHHbIX YA3BMMOCTEN Ha
3awmeHHocTb Bcen VC B uenom

Cuctema knaccudbukaumm yasBmmMmoCTEN
YHacTnYHbIM OTKa3 OT CKaHEepOoB YA3BUMOCTEN
CoumanbHast UHXeHepus

[lpoBepPEHO Ha NpaKTuke!



AKTUBHbIN ayguUT B KOPNOpPaTUBHOWU CETU

 Mogenb HapywmnTensa: BHYTPEHHUU NoNb30oBaTeNb
NC, nmerowinm donsnyeckoe nogknovYeHme K ceTu,
HO HE UMEILLNN HUKAKUX NOrMYeCcKnx npas

 ObnacTb ayauta — BCs CeTb (cepBepa, paboune
CTaHUWUN, aKTUBHOE ceTeBOoe 00opyaoBaHue)

* Llenb — «Bce cnomatsb ;)». TBOpYECKUN noaxon
ayauTopoB MPpUHUMNManbHO OTNnYaeT ayauT oT
6ecxnUTpPOCTHOro 3arycka ckaHepa ys3BMMOCTEN




AkTuBHbIN ayanT. CepBepa. YUT0?

« KoHTponnepbl gOMeEHaA
 CYB/M (Oracle, MSSQL)

 busHec-cuctembl (SAP)

e BHyTpuKopnopaTtmBHbie nopTarnbl

e CepBepa 06HOBMEHUN




AkTnBHbIN ayanT. CepBepa. Kak?

o «Tynble ya3BMMOCTM» B KPUTUYHbIX cepBepax («CMepTb 3a 5
MUHYT>)

* B3anowm Beb-npunoxeHum
 Banowm CYB/[ (cm. cnegytowmn goknaa)

« [octyn Bcneacteue misconfiguration (HM3kKasa KBanndukaumns
agMWUHNCTPATOPOB)

 TectoBasa (nnu legacy) cpena B production environment

[ToBblLLeHMe npuBuUnerun!

Banom naponewu!
N



AKTBHbIN ayguT. Pabo4dune ctaHumum

 HekoTopbiM nosnib3oBaTtensim — ocoboe BHUMaHME
(byxranTtepus, v T.n.)

o Paboume ctaHuum agMmMHUCTPATOPOB - !!!

e Pacchbinka peBepCmMBHOro TposHa U3 MHTEPHeTAa

Data mining!




AkTuBHbLIN ayanT. CeTeBoe obopynoBaHue

o CrtanHpgapTtHble naponu n SNMP community string

e [NlpoToKOSbl yOaneHHOro agMMHUCTPUPOBAHUSA C
plaintext auth (telnet)

o OTtcyTtctBme ACL

[ocTyn ¢ pabounx ctaHUUii aAMUHUCTPATOPOB




AKTUBHbIN ayguT. UTO ewle?

 HenerntumHbie 6ecnpoBogHble CETH

o CouunanbHas UHXEHePUSI: «3BOHOK U3 CNYXObl
noaanepxXKm»




HemHoro npnmMepoB 13 NpakTUKK




AHTOH Kapnos ( )

CEJEE!!
SECURITY



mailto:a.karpov@dsec.ru
http://www.dsec.ru/
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